5. PRIVACY NOTICE FOR
RIVERSIMPLE MAILING LIST (TO
INCLUDE ALL INDIVIDUALS WHO
‘OPT-IN’ TO THE GENERAL MAILING
LIST BY ANY MEANS)

Riversimple, in accordance with the
General Data Protection Regulation
(GDPR), are committed to ensuring the
lawful, fair and transparent processing of
all personal data under its control.

In order to engage you as a subscriber to
the Riversimple Mailing list it is necessary
for us to obtain and process personal data
in accordance with the provisions in this
privacy notice.

5.1 Who controls and processes your
information?

Data Controller: Riversimple Movement
Ltd and applicable group companies
(Riversimple).

Data Processor: Riversimple.
5.2 The Information we collect:

We collect and process the following
personal information:

Full name;

Email address;

Phone number (optional)

Postcode

Country

Reasons for interest in Riversimple

5.3 How we collect your information:

We collect information through a number
of means, including:

e Email;
e Contact form on our website; and

e In person.

5.4 Why we process your information
(the Purpose):

(A) To communicate with you about:
e Events and activities; and
e General Riversimple updates and
information.

(B) (If applicable) to communicate with
you about your selected reasons for
interest

5.5 The Lawful Basis for which we
process your information:

For 5.4 (A & B) the lawful basis is:

Clear consent from you to process your
information (Article 6(1)(a) of the General
Data Protection Regulation).

You have chosen to opt in to receiving
communications from Riversimple. See
also, your rights under 5.10.

5.6 Who has access to your
information:

Your information will be shared internally
where appropriate, and in line with 5.8.

We use a number of trusted third parties to
provide us with necessary services to run
our business, and who may process your
information on our behalf:
e Google - Email and data storage
provider;
e Mailchimp - Mailing list processing
service provider; and
e We are the Missing Link - Web
developer & hosting provider.
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5.7 How your information is used:

Your information is only used for the
Purpose(s) defined in 5.4, in accordance
with the lawful basis detailed in 5.5.

5.8 How we secure your information:

We take appropriate technical and
operational measures to ensure that your
information is managed carefully and
appropriately and to protect against
unlawful or unauthorised use and
accidental loss or destruction, including:

e Only providing access to those
who need access to carry out the
Purpose;

e Passwords are protected and,
wherever possible, two-factor
authentication is employed for
extra protection;

e Ouir file storage provider uses
encrypted sessions to protect files
as they are uploaded and
downloaded; and

e Hard-copy information is stored
securely in locked cabinets with
access limited to only those who
need to have access to carry out
the purpose.

5.9 Data Transfers:

(A) Transfers within the European
Economic Area:

None.

(B) Transferring of your information
outside the European Economic Area:

Information you submit to us is stored on
our third party cloud-based data storage
and email provider’s servers.

Country: United States of America

Safeguard(s) used: our email and
cloud-base provider is self certified under
the EU-US privacy shield scheme.

5.10 How long we will hold onto your
information:

We will retain your data for as long as you
are opted in and subscribed to our general
mailing list, and after this it is retained
purely for the purposes of preventing
re-subscription without your consent. You
may request deletion from this database
as defined in 5.11 (A).

5.11 Your rights in relation to your
information:

(A) You have the right to object to the
processing of your information, or to
request that we restrict how your
information is processed. We are obliged
to comply with such requests unless there
is a legitimate basis for not doing so.
Please contact gdpr@riversimple.com to
register any objections to or request any
restrictions of processing.

(B) Access requests - you may request
that we supply all the information we hold
about you, at any time. We will endeavour
to respond with such information within 30
days. There is no charge for this, except
where such requests are clearly
unreasonable, in which case a fee of £10
may be charged. We may require proof of
ID to ensure such information is not
disclosed to persons other than those to
which the information pertains. Please
contact gdpr@riversimple.com if you wish
to make an access request.

(C) If you feel your information has not
been processed in a lawful, fair or
transparent manner you have the right to
lodge a complaint with the Information

Privacy Notice - General Communications v1.0 © Riversimple 2018


mailto:gdpr@riversimple.com
mailto:gdpr@riversimple.com

Commissioner’s Office. Their website can
be accessed at www.ico.org.uk and
concerns may be reported at
https://ico.org.uk/concerns/.

5.12 What happens if your information
is compromised?

In the event we discover a breach in the
way we handled your personal
information, we will notify the Information
Commissioner’s Office within 72 hours of
discovery. Where we consider there to be
any risk to you as a consequence of the
breach we will notify you immediately with
details of any resulting risks and measures
we have taken or intend to take, and any
recommended actions that may help you.

5.13 Sensitive Personal Information:
We do not collect or process sensitive

personal information for the purposes of
our general mailing list.
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